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1
Decision/action requested

SA3 is kindly requested to accept this pCR into TR 33.843 [1]
2
References

[1]
3GPP TS 33.843 Study on security Architecture Enhancements to ProSe UE-to-Network Relay
3
Rationale

The pCR below is meant to delete an Editor’s Note that read:

Editor's note: Further details on the threats need to be provided.
In the process, some editorial changes have been made, some text that was removed from Key Issue 1 is added here. Furthermore, the threats are further expanded and the requirements are extended.
4
Detailed proposal

*** Beginning of Change ***

5.2
Key Issue #2: Authentication of eRemote-UE via eRelay-UE

5.2.1
Introduction

In case an eRemote-UE attaches via an eRelay-UE to the network, it may be required to authenticate. The question that this key issue seeks to answer is whether an eRelay-UE can be authenticated via an eRemote-UE. This includes the cases where the eRemote-UE attaches to network via eRelay-UE, as well as cases where the UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path.

5.2.2
Key Issue Details

In order to attach to the network via an eRelay-UE, an eRemote-UE may have to authenticate to the network and vice versa. Because the eRelay-UE sits in between the eRemote-UE and the network, it may have the possibility to perform MITM, DoS, and replay attacks on the AKA between the eRemote-UE and the network.
5.2.3
Security Threats


-
A man-in-the-middle attack by the eRelay-UE on the eRemote-UE and the network;

-
A denial of service attack by the eRelay-UE on the eRemote-UE;
-
A replay attack of the authentication run by the eRelay-UE;
-
Impersonation of the eRemote-UE by the eRelay-UE.
5.2.4
Potential Security Requirements
· The authentication between the eRemote-UE and the network shall be robust against the above mentioned attacks;
· The authentication between the eRemote-UE and the network shall match the security level of EPS AKA.
*** End of Change ***
�Removed from key issue 1 and inserted here.





